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xtizntz r- 9 in i m^mmmm t > 

. mmr-?m%m&^m i (d^^^^lxw^k^ t&Kmtzm^vmmffi 
k n l x m 2 <d > u z a- l x&m z k x & . m - 9 w& m $&vm% ttzws 
tmmimr- 9 zmzm i <r>^Mz&xm% lti*i/sm * Kmm u 
mtmr- 9 *mzm 2 <D^Mmxmum^mmmKxti u mmm^m 
®$&frhmz%2 (D^M^xm^m.mrik^^m.^r- 9 zmn-t&r- 
9\&mwm®&t, 

*m-$-z>^t* , $mt-?z>r-9 §itto 

im 1 tm^r- 9 urn ^fio 

[it*]® 4] mzm^t&mmmmmmbti, mmvmur- 9 a&jj 
mwM^&mmm^mmmi<zmmi<znfc^iix&ffiznx& *) , ^motm 
■f - * Am^^ij^igi^^HuifiM^T'- * £55-#j ltm u *tt£-t & mum 
^m.mmzKLxm^zxi3-tz> - t *#mti-^>w*JM 1 mm^r- 9 urn 

5 ] xtizixtz r- .9 <nwM*&m zfti mM&m®& z m Km l 

frier--- ? Atbti^Ei^fiBtjisiSiE^aiiis&n^ txm 3 ^u^iti 
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mmmx&2>mnmmtm7- 9 *m%zmutmm&K\tt-t & c t z^wt 

t!Hlffll|II&£. 

itmm 7] i%m2tifz7- 9 z * v y v - 9 z ft l x m&m-i-z 7- 9 
a*j $ ti ^ t* 9 * m^ritt %> m^r*mmi& t , 

n5tf#L£iifriE£Hf f - * ^MifiS 1 <Ds*xmmx*ty.&Lxpim* * >; u 
mm&frbmum 2 <o^xi&&xm j %i\:&<7>^7- 9 u miaa^isiK 

§lf 7- 9 ^Iti ^^f>CPUt, 

xnztitz 7- 9 & m^tmmnt t , 
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Ltzml^m r-?imm% 1 <7)^^*lfiT^t#LTl*l^>^«; KtefflU "iris 
mifam 2 O/^^istII^O^t-'- * U HtrlB^ >f > C P U \z 

umm 9 ] r- 9 zuu -t z> tz <n r- 9 vmiife k & v > x , 

WfrSfiit -^-Mluss^HtrlfiM^x- * oaf fcfi 1 ^ 

[w^i o] r-9Zi%mir&tz!b<Dr-?®:m?j&iz&^x, 
r- 9Mnm$&xw.nLfz%iw.ttML7*- 9 -r- 9 xmtimmm^m i <?> 
^M£&xm%Lxftm*f) Kfemt, 

CI Sr #^ t i" * t*- 9 mm&o 
[0 0 0 1] 
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%hr-9$mmw:. r-?mmmm, shift*- rum^mzm^-Zo 

[0 0 0 2] 

[0 0 0 3] 
[0 0 0 4] 

%%\Z^W\X^ y * — * v Y -7°n h n;H P v 6 (Internet Protocol version 
6) -Ct±, IPv4 (Internet Protocol version 4) v>T 7° v a >Mt* 
ofc I P s e c *&m$kittfctbX^Z>o IPsecli, T C P / I P (Transmi 
ssion Control Protocol/Internet Protocol) tC-fe^j. 'J f 4 $iif££ 1m x.fz 1° n 
h 3frX$>& 0 I P s e c %MRl1rtH$, LAN (Local Area Network), %&)i> 
L< f±5r*OWAN(Wide Area Network), £ h tcti-T > * - * y h j® Ltf>jH§ 

[0 0 0 5] 

I P s e c fi^c^ < 53*ltT IKE (Internet Key Exchange), ESP (Encapsul 
ating Security Payloadh A H (Authent icat ion Header) tv*-? 3o<7)-7°n h n 

[0 0 0 6] 

I P s e c CiSUffkl^li, *i*»5S**^^S A (Security Assoc i at 
ion) <b*&£& 0 IPseCCIi, g Sft"C S AO^iKS: <h * i 
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t LTIili^i:tv»<o^ftt4^ I P s e ct(J TlSAKMP/OakleyJ <hv* 
-?H3cJ£Xn Fn^Hti: LT^<btLfj I KE«t^oti/^o 
[0 0 0 7] 

OlPsec Kct£IJf^fcMiifa^i*£&£& < ^:IPsec K«fc 

^Hg^bti, m^mm&TLx%)tbxmmz%z>(D'c\ i kes#ic iPsec 

£1$^ ;btt^liv^&^ 0 fit I KEti^tii^Bf-SHtillf h LT 

[0 0 0 8] 

I KEg#<7)Bf-tlt®lf<07t:AMl£ Ml I K E ffi<7)H^Jfc#JHKrt ? 7E#> <b tiTiS 
(i, 7i-X2c7)^pg-t:^lJffli-^0f^I:T^^';XA^^i-^i <!: Bg-^ 

Emmvm^immtfm&ztc&c m^^x, iPsec ^x^m^imm^tz^ 

[0 0 0 9] 

, ^i^^t'I P s e c Kiaatefc&SSfc^ttttfta*^^ 3=fc*o 
-e<7)tl:, x- ? Ot^-SHtSff ?W ;L£ «fc ? Kfcfco 
[0 0 10] 

■r*- * <7>i£j£ IJffl 1" & 7° n h a ;u T E S P J ^yx-yg> L 
, ^*#l^±T"f^tt£*L7t:^'r y Ml<fc&M^T*j#i£*L£o IPs e ctli 
/^-; hrfcK«HHb&*fc$*U TESPJ t BM*i& AfttlK'* y 9 £ ftiH-fs 

£ft£ 0 i p s e eta, jtt^^wiaot, i>7>x*'-h^e- 

[0011] 
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[0 0 121 

o 

[0 0 13] 

#fi, TMAC (Message Authentication Code) J i: ^t>ti& 9 tfAfrb 
[0 0 14] 

±lfiBg-^M3, ESMSsST^^'J XAOft^tfjfc & OKDES-CBC. 3DES-CBC, M 
D5, SHAK HMAC-MD5,HMAC-SHAl^tf bti& Q 

jSHSffi-Cli, -r- 9 t 7 - K i> <F> £ * v -t- v • N^i^h 

xtmzt&o nhtifz&^t-gimr- 9 *}t%tLr, z<7>2-=><7>iin-cttm*% 

[0 0 15] 

£#ott&<&-?&& 0 AHXitr-9<Dm^ti^t>-r, spi> ->-^>*# 
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J in 7 Victim £ftT^& 0 x-?<7)=2JI?^^£&&<m:ti. ^ 

y yaMiT^n'U XA-C£>& S HA 1 (Secure Hash Algorithm Dttt'tf&h 

(#tirt« l#i) o 

[0 0 16] 

16<7)IPsec(Oi^lii:, TVPN (Virtual 

Private Network) J tfh%> 0 «ltL(i^*, ^ffl^lc J: <9 ^$ tLTV^cik||-e 

i p s e c zmm-f&o -tht^ mmm^tmmut^Lxkth^K^mx^ 

[0 0 17] 

fm*X±fzZ> I P s e ctmm&i>^7 L*:VPN£ttil<b1-&*><7)/^^ 
m^Xa^mmL, mft<o h y^)V*- y<D i p s e c £*iJffl1-£- tx\ m 

S (Operat ing System) ^WMX I P s e c ^t'f - SOHO 
(Small Office/Home Of f ice) W\±^MU t ir 7 -r 7. P^T-OBf -^ftilll &*'Jffl «T 

, -b dr^. 7- J m®A*?±mt^^fz3---ift LTO^t^pa^b^^pI^^ 
Sit^otv^o Jr<7)tzfr, IPse c f27^?3fc1£^&£^«&&o 
[0 0 18] 

THMAC (Keyed-Hashing for Message Authentication Code) > -y-tr — vfS 
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[0 0 19] 

V7F^xTi:U Bg-^-MS<7)i$Jt (± CPU tCPU oaiiE* 

artiij; 0— Ji^jaaaiftofiTtftiaoffljttt**** & 0 ips 

e c*ff9*^ IB:'* "7 *-"7>*<7)C p ur-i±iii:iir^W)irtiEf 
^7°nh3^1^fif|,ii:«Lv^ &ib\ |^7t-7>'^«CPUT" 

^[p]ttS^a a p^<!:o-C I P s e c jgAH&^TUffllft ft/*? * — r fcfflM&K 
[0 0 2 0] 

A— I P s e c oa3£^4 , ^ffi^lb;i^;z>B£-SJ 
Wtttftiffflfffrfr^X^fZo 
[0 0 2 1 ] 

ttz, -&&it<F>tzib\zm j ilr®MMf%L S I (Large Scale Integration) ^ y 7° 

zmm-tz>z\tt>x£z> 0 m^mmmtmmz, ^'r>ar»ic«ui 

Htt-C^-eS* t^tKl, #it«2#BS) o IPse 

c C«fflt4^ b 'J -AH^Sttf x. t>nt(/>& (fztz_l£, #I^^3#bs 

) o 

[0 0 2 2] 
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[0 0 2 3] 

mtttm. 1 1 

# H¥ 1 1 - 5 0 0 2 4 1 

§12 0 0 1 - 1 7 5 6 0 5 ^rftm 

mm 2 0 0 3 - 3 2 2 4 4 -^fR 

1 1 

Bruce Schneier "Applied Cryptography (Second Edition) ", 1996, 
John Wiely & Sons, Inc P265-P278, P429-P459 
[0 0 2 4] 

[0 0 2 5] 
[0 0 2 6] 

[0 0 2 7] 

@i& £ v * A £ Hill" £ <J&Ht&*3> & o 
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*§kW ii Z <D X n & & Hfi* X % $ titz <7) -e* 0 % CPU <7>MS14i!g U*6j t> 
[0 0 2 8] 

tf9o f-^«»8illi, ^&<t^ f-*9tf#iai&i b, i^IiKl 
cfcJ:tf^-*Affi#fWfP|5|g&i e^ft^»o 7-9MW®V&l bit, MMttML 
7-9 2 £JRt#1-£ 0 Bt-^MSHIJf&l c *±, A£ $ tf.fcr'- * OUrS-ftfcSfcfr ^ 
o 7- * \\&t}Umm%b I e fi, f-^WWlbC^l^Ul g?:iMt 
gM*S*L&fc#»CHff-^G&igi&l c i:WUt*2^U 1 h $:^LtiI$^t 
£r>, r'-*$5tf#III&l bWl/:MWaf-^ 2 *m 1 1 

liftl cCAtlL, B^f-MSSi&l cH|2(0/Ul hefiT-Bf^aHtf 
fWfti^f-? 3 o 
[0 0 2 9] 

9 ^-r*-^^^e lHitUf. %m.M%L7-9 2&m 1 1 g*i 

fi-e-r*-^Aai*SlJiailI^l e-e^#$tL, — B.l*l®^ U Uteipfl £ ti& 0 ^<D 
f£> 7- 9 \mtl®m®& 1 e Hi *)WmftMi7-9 2^2<7)/U 1 hjgS-C 

[0 0 3 0] 

^^lt ^«-r & 7- 9 mmmm k # v > -c, 7- 9 * $L&t h * 4 * c 
put, xt>zfttz7-9*^itir&^ymm i ®t^ Aijztifz7-9*m 

1 <D;***ifrLxmmzti2> t^zmu^^m®mzMLxm2 <d^^^ 
itLxmmztixis*), mu*jycp v^m%Lfzmmmm7- 9 zmtzm 1 
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a-emflEBf^-MSHlj^HA^ U MtZ^*&m®&frt> fulfil 2 (D^MZmx-Vg 
[0 0 3 1] 

[0 0 3 2] 

* ti . ±mmm * mik-t %> tz & u , x - * £ & £ <d r- 9 ismum k 
i3v>-c, r-9w&mnsx~m%\^tz^mmr-9*, ^ xmtimmm^ 
m i <D'<M£&xm%Lr\*\M* n*&*flu HufSr-*-^Ata^$ij®iii^\ 

, mM^siiii^^^mfe-r'-^Aai^^^iiis&c^i-, -t^^ti-^x 

[0 0 3 3] 
[0 0 3 4] 

wt\ <7)mn<7)%m z mm * l t saw -r £ 0 
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[0 0 3 5] 

CPU (Central Processing Unit) 1 a , T- ?m%®3& 1 b , Bf-^MIHl^ 1 
c, MM*&m®&l d, T-*-*AtB^faJfPIIIi& 1 e, ^ «t C/r-'- ^ tB^@S& 1 f 
^tUv^ 0 CPU la, ■r-9WM®'& 1 b, -r'-^ Attl^$IJ®IUi^ 1 e , 

SUli&l c tr-?A&7)ftm®$& 1 e <!:fi, |2^U 1 h ftTv^ 
o fSIEMSIU!® 1 d tr- 9 A\titim'M®& 1 eilt fMW^l i til? 

[0 0 3 6] 

CPU1 afi, f-^f^ElMMt^o r---*I!3tf#@S§ 1 b #L 

%:m-rz>o itz, cpu i a(i. fsiE^muj® 1 dfrhmMr-rz^m^tz 

RlUtt, *8kmmr- 9 2 OfSM^Mmx- * 3 ^OlSIE-r- ? <7Mt#^<7) 
&yS£fir -?<> 
[0 0 3 7] 

B^MHU® 1 cfi, A^2*^f-*-*<7)Bg^:g£lT9o mtMtii, -f 

y h v-fZjrLT&m-f^^r-fnznLxii, m^-imm^n^n^o ttz 

[0 0 3 8] 

ffiEr-*-^{i, £hxJ2\ C P U 1 a Kit £ ti^o 
[0 0 3 9] 

T-'-^Atb^aiJ^le]^ 1 eli, Bt-^MSHll^l c ^iSSE^SHIS& 1 d^f- 
^<7)Atb^^$iH«-r^>o JM£WKf±, T-*-^Am^tlJ^(HS& 1 eti, r-'-^TO 

es&i btmn^tzQkmmr- ? 2 £ni<9^* 1 g^Eta-rnmu 
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^t'-* 2 ££S2 O^*^ l h -eBt^SHIl^ 1 cCAM^o t<Dfe, T- 
? Altit}Uffl®& 1 efi. Bt-^-MSlill^l c^^^2<7)/s^ i h^S-eBf^S 

A&mm®& i e (i, ^mn^r- ? 2 3 1 i fifi-^flf^an]^ 

1 ct:A*t^o r-'-^AthtitiJ^llllf&l eli, Wlr'-n^ r-'-^tii 

1 f Hvt-To 
[0 0 4 0] 

-r*-^AtH^*IJ^[lJj^ 1 e^DMA(Direct Memory Access) ^ > - 
[0 0 4 1 ] 

[0 0 4 2] 
[0 0 4 3] 

2tfT-9m%mm b-z'&wxhu&t, z^t&mn^r"-? 2 £ 

Itijjmfflmffi 1 e J; 19 . rtl^ ^ 'J Cl&H $ H/:M^f - ^ 2 «f M 
IUS&1 cKAtJ£*i£o t*>£. m^mmmi c K«fc Wl^r*-^ 2&m 
^■itZti-T-? AftlJfflmmffi 1 e^itS^o 
[0 0 4 4] 

tBIE#2 003-3104502 
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-?A&tlUm®3& 1 e ^ctoTr-'-^ai^llII^ 1 f Ci££*i& 0 fit, CP 
U 1 a<0f-^lfi:J: * 3 izMMr*- ? tm^-Ztir- ? & 

[0 0 4 5] 

0S&1 b-eS:WbtL^ f^il^f-^ 2 ^T-'-^Am^SWHIJ^ 1 e 
?Wf#U l*Jj^^V Wm-f&o LT> -r'-^Attl^WIIIS&l e KJ: *K 
I*I^^^'JH^$tL7tM^-r*-^ 2 **EiE«L3ffl|gItt 1 dM?^, 1" 
2> t , SHBQ&IIIR HCi^ WMmm&ft t>*iZ><> tz t a y v ^-fi^ 

ff t>fli> 0 
[0 0 4 6] 

leiai), * 'J tcf&ffl £ itfz^mMMr- 9 2 ^If-Sf-^SUJi® 1 c HA 

?j£ft&o -f<5>£> Bf-t^LSmj^ 1 c H<fc ^M^ta-r'-^ 2^ff ^tif-^ 
AtB^flflJMJ&l e&c?££*L£ 0 ^^^^tL/iMaig^T-*-^ 3 (2. f-^ 
Atti^ftlJMi&l e m:oTT-'-^aitJ01^1 f ^££*i& 0 ^LTMSff 

[0 0 4 7] 

*$IH®H1S&1 e^rt/^^UH^LTLixJ^ CPU 1 a^M£*i£3ll 
<7)a^ i g £i2SiJcofl2 1 h^^3 Oa'^ 1 i £4hLt\ Bff-^&aiaK 1 

c ^©SEjaaiaK i dK*ti-&7'-*<?>Afcb;ft£fi :; ? ^t^-eis, 

Bt-^-MSleIS& 1 c ^SSEfttaialK 1 ddtt^f-^Affii^ CPU1 
fitS£»S3J f * < & 0 , C P U 1 a o&gfcwa^assti&o 
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[0 0 4 8J 

Lfri>, r- ? Aitit}WM®& 1 e CDMA3> h n - ^ £1*^1- a C b X\ 
W> l <r>^7s i g^feT^^tt^^S^T-*- * 2 <nm§*?$m&%zr- * 3 

CPU1 a^iM* ? Ii:gi^^o 
[0 0 4 9] 

?mmmmmi&2 nzo ^ 7- ^ aiitt (± vpNtti[sif<?)i^ 

•7 h7-^3> h n-9 blfy&Z b t-f&o 
[0 0 5 0] 

moffimmife t mm $ ft^Mftr-*- * * & «tg t * w-r & 3 > e ^ - * ~> 

x-t-a) izf&g-t &zt~e, -i y?-*v hm-Lfz*y?4 >oi&®B£M 

tz, mmifofr h <r> u * 7<DMfflZ, &&izft7 zb i>aimb%2> 0 
[0 0 5 1] 

fcii, I P s e c 0«lS6«rfUffli-*Ltf, W&#> <b tL^fiJffl#JU^O— feofij 
ffl%fc^raT-fc#jt.T«:jifg*fi :; 7 -t^-C^^o 1" IPsectU 
I S A KM P (Internet Security Association Key Management Protocol) 'J 

m-rz>zbx\ &£-i l ztt^<Dmm*?m<7)&i&&x&2>o z<vtz#>, mmzi sa 

mtiE#2 003-3104502 
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[0 0 5 2] 

T^HM^?F^"C(±Bf-^T;U3*iJ XACDE S (Data Encryption Standard), ^ 
7ya|i7^3*'JXAi:HMAC-SHA Ufflv^tOtn o 
[0 0 5 3] 

im i <n%Hi<nm&\ 

J^IC, t^a l Jrn-^7-^> Fo-7?-IiL^^7y^fA 1 0 
7&*>f >9-*y V 2 0^Lt«*^i3 0t:it$*itv»4 o ^*St3 0 H 
, fcfcxJfVPN«fi6«:^r*-&=3 >V ^-9X&Z> Q ZZX\ ^i30Ci 

[0 0 5 4] 

^a'Jfa^yf7-^>hn-7l00, ^^CPUl K 1 

2, 1 3 text/* * 7mmm 4m^fhtix^^ 0 -t^^-vr* * ? w-? 

[0 0 5 5] 

-b^a'Jfa-;b7-^3>I>n-7l0 0li, LSIfyT'ilii 
[0 0 5 6] 

7ti<hxJi\ PCMC I A (Personal Computer Memory Card International Assoc 
iation)^<7)#- Rya-M l*lMtJ&1~& d t * ? T"# 2> Q dtUCfc *K b^ttc 



ffi!iE# 2 003-3104502 



mm 2003-1 12992 



^-v: 17/ 



[0 0 5 7] 

^>cpui lit, mawm&i 2, 1 t^mmui 4 zmwirzz 
®{$7*-*«>JESi0K^-e£>&o ^>cpui n±, 

7 y^fA 1 OT-iif^L^T-V ~y?)l><?>Wi%L*-k*3. 'J * * h7-^rr>h 

D-7l 0 0 tC^g-t&o 
[0 0 5 8] 

-t + a'Jf^^y^-^v^n-^lOOli, CPU 10 1, * >; n > 
hn-^102, ^^'J103, *Mfo&*fc>f >^7x-7104, Ste'T > * 7 
x-7105, IPsec ftUMSS 110, Bf-^MHIKS 120, <fc tfV^y v 

[0 0 5 9] 

CPU1 0 1 li, t + a'Jf^y h7-^n>hn-^i 0 O^^^r^J^i" 

i o 3(±, 7*-^ £ietrr&o m3-e(i, 1 03^-b^^ 1 ; 

f<t*7 F7-^n>fn-7l 0 0 l*Jg|UC7^LT^&7^\ *WBKgH£-t & - 

<b*u ^n^^e'j i 0 3 %&@i-fz> z tx% >-=e'j l o 3tf-t*^ } ) 

7-4*y F7-73>hn-7l 00 K*j&*& 0 ^t'J 1 0 3 fc LTfi, S R A 
M (Static Random Access Memory) ^ 7 9 r>a>*'J ^O^MUM •=& 'J 
t^-t^f ^ 0 ^^'J3>fn-7l 02(i, ^'J 1 0 3 KttLX&m r 
-*£#§&A,fi*K ^t'J 1 0 3l*I<7)T f -^^M^aiL7t t}-T>g>o ^'ilO 

[0 0 6 0] 

^ffiSSi'f >?7x-^io4ii, ^>cpui i KgMfc^n-cfcij, >^ 
>cpui ucpuio i <Dffl<Dmmr- ? z*m-rz>o ^siso^x 

-X104I4, afcfrWfcttl'v'** £7=*-?-cliS$;£*i, ^[fi]COf*-^^lt 

mBE#2 003-3104502 
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[0 0 6 1 ] 

iifa^ i o 5 i±, >f y?-*? v 2 OKS^Esn-cis*), >r>* 

514, MA C (Media Access Control) <h *>nM*L N >f-t^7h (S^iSS) & 
[0 0 6 2] 

I P s e cmmm&l l 0(4, B£-tMSH18& 1 2 0 tA7yaM»iroi 
3 0^OT*-^^>Attl^*ftlJ«l-r*o Bg^SHIS&l 2 014, -r-^BTSHtt 

[0 0 6 3] 

z<D±7%i'Xf-2*mf&^te\,*x^ m>cpui i^\ umnMLttthij * 

^ZMm-f&o Z<Dm, ^>CPU1 lii, h 2 0 £^LT-fc* 

JS^Lfclift^^ h 2 0 Sr^LTEfllLfc 0"t^o **i74rifii: 

(4, I P s e c /^ffl^fbfr&o -b*.* «; x-f h ^-^ =» > h 1 

0014, a^KRib-r. mms*. mm. av^c^l-c, ^ti^zm 

[0 0 6 4] 

MimJ y 97 3.-7* 1 0 5*£v>(± I P s e cfaJ$l|IIj& 1 1 0 14, I P s e c 
MSic^it-SCPU l 0 i©Hf*«*t4Mttt*o 
y h#fi^Bf-^s.a f isiEM3i^c p u i o i oft*> »> KHSIstt&o 

[0 0 6 5] 

^>CPU1 1 y v V 2 0 i^tt^l r-*- ? (4, Wli 

r/^7x-Xl 04 Sr^LT, ^t'J 1 03 lC$S^$tt^, 0 * Lt, H&-^{fc*t 
ar-*-^ODMA$ziii<7)^^CPU lOlHIPse c 8HJ®I|IIB& 1 1 0 i:(H 
I P s e cffflfPEIB&l 1 O^Bg^b^r-'-^^DMAlE^T-TOL, Bf 



mfiEJlf 2 003-3104502 



#M 2003-1 12992 



^-v: 19/ 



^mmffi 1 2 0 tc^i- 0 Bf-Sf-MSSSS 12 0^; I P s e c yn h n;w;t£o 
TBf-SHt&LS^f -?o Bf-tib^n/cT-'-^ti, I P s e c^ESSl 1 0 K«fc (9 
*-=e«; 1 0 3^DMAgl$ti^.o SgcltT, EliEfflT-*-^<7)DMA$E^<7)^7{> ? 
CPUlOH^IPse cfirlJ$]|IIS& 1 1 0 tcttl^n^o -t%> IPsec^lJ 

m®& 1 1 0 tfWMmr- 9 ^dma^wil, ^ 7 v ^p*9m&siiiiJ& 1 3 

0 i:tto A7var»Iil&l 3 0^IPsec7*o h3iH:{|otA'r> 
^fit^^i-^o fit, CPUIOICJ:^ Bf-^fk^tL^-r'-^ 

[0 0 6 6] 

£ fc, ^r/CPUl 1 ^<DU\'Mt*- h Zft LX I P s e c 

jams tLfc'ifr-y ht:<totlibat<^^ J^T<a&3ri f fTfr*L&o 
[0 0 6 7] 

it, c p u 1 0 1 owhwkj: 19 1 0 3 Km&iLi ti&o fit, f 

rtOSSEr'-^^DMAig^Ott^^CPU lOH^IPse c^lli^l 1 
0 izttiZtiZo -f&t, I P s e cMWm& 1 1 0 # s fStE"r*— 9 £ DMAKlt 

#f#u "y^mmm^ \ 3ocsto ^7 v^m&LSins&i 30^1 

Psec7'oh rr;WCt£oT^-;/ yaffi*4StSo CPUlOlli, ^7 
[0 0 6 8] 

DMAfeM^cpu loiHiPse cvmm&\ 1 ocm$n* 0 1" 

& t , I P s e c fHUftHUft 1 1 0 ^Bf-^-r*- * SrDMAfeMffL, Bg-^MS 
01& 1 2 0 1" 0 Bf^3HHg& 1 2 Ot5 5 \ I P s e c "7°n hn;K:totIf 
MSSrfi^o «f I P s e cftJftHHftl 1 0 \ZX 0 *-=6 

>; 1 0 3^DMA$£j£$*i*o ^^tL^r-'-^ti, WSS&W>9'7 
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x-7104^U^OCPUl 1 IZj&hti, ^>CPU1 1 x-tQimzti 
[0 0 6 9] 

Z) o 

[0 0 7 0] 

[7f7^Sl 1] ^>CPU1 1 ^ft^tf^^T 7° f ) y-ya > ^Hfi 1 
[0 0 7 1 ] 

[^f '7 7°S 12] CPU 1 0 lOftlJfp Hi 19. 7*-?£^'J 1 0 3 Uf&lft 
[Xf 7 7'S 13] CPU1 0 1 T^y-trJHfc^T^o #7°-fc;Wt<!:(i> T- 
[0 0 7 2] 

[X x y 7° S 1 4 ] I P s e c HOiaif-^ Wm^r9QM®& 1 

2 0i:at?*i'* o ^L-C, 1 2 0 ^-r- * OHf-SHt^fr n o m^rit 

ZtltzT-tnt, I P s e cftlJWlHlKl 1 0 iZX *) t^ 1 ) 1 0 3 
[0 0 7 3] 

[Xf'^S 15] I P s e cWJflUJj&l 1 OK-fc «^ffc£ft7t-r*-*^ 
7yar««l 3 0i:il^^ o fit, ^yviKIJfetoailHlttl 3 0 75 s 
Ar>af^4ffit^o 4^L^-r>aili, CPU 1 0 1 Ui££ft&o 
[0 0 7 4] 

[^f y 7"S16] C P U 1 0 1 75 ? ^Sffl<7)-7 W-A££j&1-& 0 

[^777 , si7] cpuioui, 7i/-A?:^A7 7 7 (mm^o^y 
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[0 0 7 5] 

i^Tt:, 1*®^*-? £B£lf1-&l^x*-*<7>7,t;ft£, El 5 -Ell 2£#hblt 
[0 0 7 6] 

1 O/^ffi^L^IHtOx- ^ 4 1 It M>CPUll^et^a'Jfd>7F 
r7-^rr>hn-^l0 OUA^ti&o f- * 4 1 (i, ^M>^7x- 
X 1 0 4 t^WbfU ^'Jn> 1 0 2 UtS^^tt^o fit, -r- 

9 4 1 f±, ^'J3>hn-7l 02iaot^ l J 1 03 tc#£&£*i£o 
[0 0 7 7] 

H6fi, f*-^SeifOi2 0Xr y 7°£7F-f ®-C£>&o I P s e c ftlH4PE]jl& 1 
1 Ofi, DMAijS^HJ: *K >t'n0 3^e>f-^4 1 £3jtf#1-&o 

EI7*±, r-?mmv>m3<7)A7- y7*7f;-fmX~&2>o I P s e cftlJI*PH]jJ& 1 
1 Oti, 5tf#L£-r*-*4 IfcWHHflsSEII&l 2 OCito Bf -^MHIlf& 1 2 0 

t±. r-9 4 i £8f-sHt-f &o fit, Bf-tMami^i 2 o{i, n&^t^n/cr' 

-?4 2£, I P s e cftll»lHl»l 1 OUat-To -<7)P^. ^><7>^^#t£ 
*LT^;z>£#>, f^O-r-^ 43£^-f>CPUl 1 frh^r&t) ^ ^^E'J 1 0 
3 izmz-fZ^ttf-eZZo 
[0 0 7 8] 

@8t±, T-*-^S^f0^4 0^7"y7°*^-rill-e^^o IPseclinSftl 
1 0(i, Bg^b^tL^r-'-^ 42^, DM AlcislU <fc *K ^ -=6 'J r? > Fn-7 1 
0 2 t;iJ£1- 0 ^^'J3>hn-7l02li, £7*- 9 42^^^'J 1 0 

3 IZfeM-f&o 
[0 0 7 9] 

0 9fi, f-^Kf^SO^t'^^/Ttllt^^o IPsecllllilKl 
lOli, DMAgita^ 1 0 Zfrh^VcZtitzT-? 4 2 

o 
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[0 0 8 0] 

HI 10(4. r-9&m<?>m6<DX7- v 7'^/TtaT'*l)o I P s e cWSPEUfc 
1 10(4. HHg-'ffcStLfcT'-* 4 2 vj-MScteaiaK 1 3 0 HiS-fo ^7 

v^-M^MMi® 1 3 0 (4. f-^4 2^LT^7vaTOIfflL, ^yv 

[0 0 8 1] 

mi i r-?nm<Dm7 (dxt- y7°%7f;irm-i:$>z> 0 zs^m$k%km® 

Kl 3 0(4. 4iU;^r/afi4 5 £CPU 1 0 1 nati" e CPUlOlli, 
^'J103 (lf£s^£tiTV^B£^ftf£Ox-* 4 2 H^y ^>i^t4 5 HtfllTf 

[0 0 8 2] 

012 14. 7"-^@^f<7)^8 0^x u/T 0 ^^i-|a-eab^o C P U 1 0 1 (i, * 
^'J 103 KfemZtiX^&Vm-it&nr- 9 4 2 t^v yai4 5 fcj&»t>ilfl| 
ffl<ZV?$- y h 4 6 ££)&L. iHS'f 7x-^ 1 0 5 Sr^lt, 4 v 

h 2 on«^$tL^3g*Hfi3 o^Efrr&o 

[0 0 8 3] 

«r<7>4 ^ (C ^'J103MPse cfUfaHII^ 1 1 0 t <DfBL<r>7*- 9 <D^f 
«Ui, I P s e cfffWHU® 1 1 0* J *-r*DMA«^t;«to-Cfi : *?tL*^i«), 
C P U 1 0 1 *>ftfflp&*^& < T^tfo £ £. I P s e c Wmm& l l 0 t ffr%r9Bt 

m l 7b ? nffl o y * ^ l rtf t> ti h tz #> . -e o ro ^ <y ><o / £ n&o t- 9 $zm 
izmmx*&&o itoh, i p s e cixmm&i 1 ot^vyarwini^i 3 

[0 0 8 4] 

il 3li, T'-^O^fg^JRfcgrf 70-ft- K'*^, JilT. EI 1 3 (Ctf 
tai^^fy T 9 *^ (C 
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[^f^S 2 1] aif^>*7.x-* 1 0 5rt*\ h 2 0£iM 

[0 0 8 5] 

[7>f--y7°S 2 2] fjIL/:7l/-Ai:^|li^^ , '5r7 f^SHf y 9 V j-- 
7, 1 0 *>nU<r)X-ft^ v 7? H^^ti^o 

[Xf 7 7'S2 3] C P U 1 0 1 iz X «9 . v h <7>^ y ^S^f=bti^ 0 
[0 0 8 6] 

[Xf77 , S24] I P s e c $U^Hli^ 1 1 0 tCJ: 0 f- * «-^MH]i& 1 
2 0KiJt£*i&o -?-LT\ A. 7 yar4t®Wl 3 0^ 7 yal?:4)St^ 
o BgfiEM^f frti&o CPUlOlli, ^7 ->^-MmM(pIgS 1 3 0 -C£J&£ 
ti £ / n y v ^ m t Lfzr-9 izftm ^tiX^tz^y v ^ fit h £ Jt 3£ U r- 

[0 0 8 7] 

[^f 7 7°S2 5 ] WMZtitih, I P s e c ©J^IUSS 1 1 0 H J: <Q T- 9 

m^-mmm&i 2 on*g£ti& 0 ^ -^-mshii^ 1 2 o^i-^rasr^ 

o 

[0 0 8 8] 

[^f 77S26] CPUlOltt, #?M:;Wfc£n7^-?£fli?^1-& 

[Xt7 7°S2 7] CPU 1 0 1 it, f-^^'J103 \Zfem-tZ>o 
[0 0 8 9] 

[^x-y-7°S 2 8] CPUlOlli, r - 9 Z >?YUW:WM >Hx-Xl 0 4 
ZlfLX* OCPU1 1 Hftto ^^>CPU1 Ki, 77 0, J^-ya>yn 

[0 0 9 0] 

-<7)«t^c r-9 zgm Ltzm&x-ii, m^mm^i 2 oaxz/y^~y>^ 

M^SIHS&l 3 0 ^(Or- 9<D A tH7J(i, I P s e c $lJfPIIIK£ 1 1 Ot^t^o 



itlliE#2 003-3104502 



2003-1 12992 



^-vl 24/ 



tfz, i p s e c$ij^ung&i i o ti&<Dm&t<Dm<n-r-*<r>'g:rtm.Li±. DM 

[0 0 9 1 ] 

I P s e cSWHIS&l 1 0 t^cOjgilOHlj^hcD^MM^^ i^tSii: 

5o ■fc*a'J7r'f^7h7-^3>hn-9100li, CPU 1 0 1. /^-fclx 
* * 1 0 7 , le-^ftS-aiHltt 120. I P s e c ftjffl 

©S& 1 1 0 , v j. 130. £ «fc 

^'J 103 £*rLT^&o 
[0 0 9 21 

CPU10 1IJ, 1 8 1 Sr^hLT/^-t: M07 KgM^SfiTv^o 

cpuioni, /u^i/^io 7 zm&Lxi&<7>mi&^t<Dr$Tffim<7>3£ 

, C P U 1 0 1 Hf4, WF-^-^aiSIK 12 0, I P s e c $itf£PHIS§ 1 1 0, iJiO 1 * 
, ^•r>aWl@S&l 3 0frb9Wm&*>m-%rl 9 O^A^J^tL^o S<bK 
, C P U 1 0 1 K(4, I P s e c ffllfPHIft 1 1 0 ri»fctt«&'<*Mife35#3tf«M3-3- 
1 9 l^A^ti&o CPUlOlHIPse c8HJf9HiKl 1 0 fc/^-fcl^* 
^107t:ii> ^«/^BBftS*:^l 9 2 7&*A:fc$*i<&o 
[0 0 9 3] 

/<*-fcl/* ^ 1 0 714, 1 8 2 £^LT, Bt-^-MH]^ 12 0, I P s e 
c ffllflHHEft 110v^r/a 130, is X Tf* * U n > h n - 9 1 

0 2 «M£tiTV>£ 0 $ fbU, /U-bl/?^ 1 0 7 (4, HEffl<7Vs-* 18 3T-I 
P s e c^JfflHUI^ 1 1 0 HgM£$*iTV*& 0 /Utl/^^ 1 0 7 (4, C P U 1 0 

1 frbnmmzfevX, 1 8 2 K«jR$:fcfc£3HRfcttL-CC P U10 1* 

bor-yzi&mLtzt), &mmfrt>mbtitzr-?zcpu 1 o i^s^il/; 

[0 0 9 4] 

*#:WtC(4, A^-bl^* 107 (4, CPUlOlUPse cftjffll[°l&l 1 
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[0 0 9 5 J 

mm^mxit, de stzx&m-^it/m^zn ^ a m^mmm&i 2 of±, m 

m<D^^ 18 4t\ I P s e cSUfftHSS 1 1 0 tlTV^ £ fc, tf-^-ftL 

S1I8&1 2 0i±, HfflO/s^ l 8 5T\ f-M>tl/^M0 6«^£*iT 
Bf-^M0J^1 2 Ofi, 184HUIPse cftlJ^HelKl 1 0^ 

hm^itt tzim^im^r- 9 zwn-t&o fit, rc»L£T'-*«>ie-sHfc 

£ fcWtft-^fcfrV* I P s e c 1 i o icati-o 

[0 0 9 6] 

m 1 <^llife^^-Cf±, Hf-^MSUBS 1 2 0 »i, 6 4 \Zv h 7"a y ?Bf 
^jOmiftlo W&§rieM®&l 2 0t±, 6 4 tf y h £ *l& 1 1*3*15 

jftlXf- Fvy^X?- h tfy hfiK gtbtfj^* >£ft£ 0 £*UCJ:»K 9k 

mm<vr-9<r>m%iLfr'ik, -rcizm^ititzim^m^m^-r^zt^v 

[0 0 9 7] 

5 fc, V&3r1tiMm& 1 2 0 Ofrd Bf^-fbS ^litfOMfi, 1 6 9 »> > 
It*^o ^(Dtztb, 9 \zi. 19 1 6^x.^^^» fcFW*-r- h^v 

^OiSrT#-^ ? * :©^T^I P s e c$iJ^@S&l 1 0tcffi#£ 

[0 0 9 8] 

m^vmm&t 120a, ipse cismmisk 1 1 0 ^sfi:7 , -^o 
m-^<7)*>n#x.r, wtijii^s-^-i 9 0 ^cpu 1 0 l^mtf-r^o 

[0 0 9 9] 

f- * >-t V 9 9 1 0 6 (i, Lfc&ttW^&fl-K* IPsecHI 

@s§ 1 1 0 fc8M*£*vci/*£o tfz, r- 94 y-t V9 9 1 0 6 t±, 1 8 7 
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? 1 0 6 (4, 1 8 8 ^^LT C P U10K ^'J3>^n-7l 02 
, is XV s I P s e c$lJ^IUi?& 1 1 0 {zWtftZtiX^ho T- 9 4 ? 1 0 

6 (4, Hf^S©^ 12 0. I P s e c $i|iPHIi& 1 1 O&XZf^ y y^lW 
[5JJ&1 3 Ofrb<Ds*A 1 8 5, 1 8 6, 1 8 7 £4h LT A# $ tl&m^V 1 o £ 
ii^LT, AX188HLTCPU10K ^'j3>fD-7l02 > & J: 
CFIPsec flrljftlls]j$ 1 1 0 tC^LTm^i-^o 
[0 10 01 

I P s e c$UiP[p]i& 1 lOli, Mft<7)£ o 1 8 4 L TBf-^MSH]^ 

1 2 0KgM£$*LT*3iK It:, 1 8 9 HLt^7 v^MSIHSSl 3 
0H^M^tLTv^ o I P s e c 3fltf£Ple]S& 1 1 0 (i> 2 5 6^^ hO^lRAM 

[0101] 

I P s e c$lH$d]&§ 1 1014, DMA C (^1/^ h ^^'J T?-kX=i 
>hn-7) t;4&^T-kf 1*1 /i£ LT^ *K CPUlOlt^U 

Z>Ztt\ I P s e c^lsll^l 1 0(4, DMA$z^ffi<7)^:lf7tT KI/^, 

[0 10 2] 

I P s e cftlJtiPII]{& 1 1 0 (4 N ^fiUC /Uv^^^^^^Mllf^f-^ 
£:Slf5fc4 *)iRi9&^ Mll^f- ? £i£lf 5fe^»^^tr»^^tf -? 0 fit 
, I P s e c HtI]$PIp]!& 1 1 0 (4. T- ?$m^ET&C P U 1 0 1 \z;*Xftt:j&M 
iTho ■? tC, I P s e c^El® 1 1 0 (4, DMACOif^ffl^T, Bf 

r-?z, DMAii^ffl^r^^'j i o 3^<b^#-r^>o 

[0 10 3] 

m^it/'&^(Dvmft%Lt % &r- ? zm§Lfzm&. ipse cfljftiia&i 

1 0 (4. fOf- * ^Bf^-Ma@lf& 1 2 0 tcati- 0 -?-<7)m. I P s e c flHIfPlBlK 
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1 0 3{;$£3H1-^o ifc, BSEOitfLt %%>r-9 fc#»Lfc»£\ I 
P s e c$U^HIS& 1 1 0 ii, %<r>r-9 ^iH^aiHlK 1 3 0 Kit-To 

IPseclJiHI^l 1 0(i, f-^Ol^M^fltBLM^, Bf 
■^■fitailKl 2 0 Ki&Bf^fc/^MS^ ^^yaTOlUliai 3 OiZX 

h mmMM t m^t l mtf -r a 0 

[0 10 4] 

itz, I P s e cftllfPlal&l 1 0(i, rt&K&Sitt&T'- 9 &*fa1lt\1r Z> 

f LT, I P s e c$UfPHIS&l 1 Oli, £-C<£>$&3ri s i&fc>o fcl^KM 
IftTIHlMfitSrCPUl o i^th£j-r&o 
[0105] 

AttWfcli, ^yyaWIIII^l 3 0lt I P s e c 
l l 0 7>^$it^o£x-?K*-^v>-<:^y yaffil, CPUl 0 l Kit 
-To 
[0 10 6] 

$ i ^nioiitii, ^ y isz-Tmmmmvh noit 5 1 2 tr-y h 

yDy^ll^i ^(Dtztb, 5 1 2 ify hOf-***^ h TO 
[0 10 7] 

/^y vaBJjRfeaiHlttl 3 0(i> PiUlJ * > 9 K £ *) 8 0 ri s &x. <b *l* t |*JfK* 
x- h7y>wlTff^>i:tl)o *>K£*i£i&T'fr^fi> I P s e c ffiJ 

1 1 0 KtiWjSfi&o 
[0 10 8] 

A'r/iWIil^l 3 0li, I P s e cWMMffil 1 0£y>£-fK 
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w-um&frfe^ri 9 o^cpu i o l^ta^j^tL^o 

[0 10 9] 

9 mltfr&LZft n 0 
**'J 1 0 3tt, ^'J3>ha-7l02 c««$ntv^ 0 1 0 3 

[0 1 1 01 

CCO J: fcAUfcUfc^T, I P s e c HHIHHIbIK 1 1 0 120fc 

i-r, i p s e c $uf*p@i& 1 1 o m\-u^^mmmm^r l 9 2 * C P U 1 0 
i^m^ji-*o -e^m, cpu 1 0 l^^^^MJ&R^ftM-^i 9 1 

L, y^tt^I P s e c$iJ^HIKl 1 0^K§Jfc$*L*<> £*UCJ: 0 . CPU 1 0 
[0 111] 

I P s e c mUtm EliSr 1 10li, >^'J 103 W^DMA^Ciotf-^ 
^TO1-^>o JDtf#L£-r*-*li, I P s e cftlJtSPUJi® 1 1 Ol^^^'j iZfemZ 
ti&o IPseciHiKl lOrtO^^yii, 2Ii)Sfc5:oTv^o 

ft i am^mm<7) r- 9 mm zn& 0 

[0 112] 

f& 1 WllOfitli, Bf^aiUgS 1 2 0 C^v^DESWff^ti^o 
DES», 6 4 try hJIMfc-CHfr Zti&o I P s e cffiJ$I|I]g& 

HO^t'JlO 3frb-r-9Zm%1r2>Wi&, 6 4 tf y h<7)S!fc^T-*-? 

) <Dr-9Z-mzm%-t2>i><7>tir2> 0 

[0 113] 

0 1 5I±, I P s e c ffiJ tfl HI £&<7)|*J SERA MODE SftL3l$<a»j££^-f BI"C 
H 1 5 l/ZTF-fr £ -9 tc, I P s e cfflJftHH% 1 1 0 <7)[*IjiSR AM 1 1 1 Ktt 
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, All 1 latBSl lib ttf&ho AMI 1 1 a tBM 1 1 1 b tCli, 
fWDESJIIl 6i^MWif-^ (128^F) Altttli, 
AMI 1 1 aliill^f-^^i^i), B®1 1 lbttifcJMS*?'- 

[0 114] 

^'J10 3^"bDMA^CJ:otM$^:DE S MSbuOt-*- * (±> A 
Mill aHt&ffi$ti*o tz£x.&* 6 4^M KDf-^^DMA|EltAIl 
1 1 aOfJt TAOJ Kt&jHStl&o I« TAOJ Kfemztitz6 KOf 

[0 115] 

i¥M TAOJ m&W$tLfer'-^H*ti--6DE SMS^f ^tLTV^K^, ffi. 
it TA1J \,z&m<n 6 4 hOf'-^^DMAglt-M^tL-So DESM 
^^tt7 t CT y -^^Bf^S[HS& 1 2 0 7^<bHJ;fr£*l&£, BI 1 1 1 b (7)6 4 

,S>f h<7)ffit TBOJ Kte^Stl&o 
[0 1 16] 

figltT, All 1 1 a<06 4AM b OfM [A 1 J Ktfrtt $ titzv*- 9 ij^^r 
M@K1 2 0 Ki££*lDE SM^tft>tL^ 0 DESWl$it/:f-^ ? 
Bf^JlIlKl 2 0frb\&l3ZHht. BI1 1 lb<7)6 4AM h Off it TB 1 

[0 117] 

bi i i i bo tboj t [b u to— jj<Dm*&i<zmmffi&(DT- ? w^m 
ztizt, Bini bpwr-rtfi p s e cftfflm& nociu^ui 

0 3 tCDMA^iH^tL^o 
[0 118] 

IPsecKlMllO 7^7=-- * ££fTf I P s e c flHlf^HIK 1 1 

0^^n»^H!iScS*fll-^l 9 2H>Wjl2tiZ 0 I P s e cflHlfflH3Rl 1 0 it 

\ r-?<DW*)&frj)mTLtzb'*xm*c pu i o l^i&M-f&o -ttitmm 
izm^mm^i 2 0 1 1 p s e cfajMs&i 1 oa f 4Mi'**fciMiiHf*'M-* 

ffl^TCPU 1 0 1 *Mtfi:MS:Rtet4o Z<7>m. rtlRAMl 1 lo 
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T Kl/^li'f 'J > > M»j££flKoTV»£ 0 Bf-^M£*Lrt:T'-*M± I P s e 
cftlJflUIS8& 1 1 0^12 8^ F«RAM 1 1 1 OB® 111b Kftfthft 
h 0 Z<Dm, t&W5fe*^L^i-|*IjBtR AM 1 1 l^TK^Ii, > * V * > h 

[0 119] 

6 4A>f hfel^Tt^rt I P s e cffllfPUft 1 1 0 litm^Affllfo 
^^f-t 1 9 2 £C P U 1 0 1 ^m^i-^>o I P s e cftlJfftEiK HOli, 

'J 1 0 3^?lIM^^fltllto tiUJL*%Tt4t^ 

ft^cpu i o 1^31-r^o 

[0 12 0] 

^fc, Bf^-Msnii^i 2 o i,zj:&mM^i>mmig.7*- **&®iLx^ zpim 

RAMI 1 1<D^<D6 4'U h M^Tt^ t C^A^Htl^ff 1 9 
2 antics *i£ 0 I P s e c«l#PHI&l 1 0^MJ&$*l-Cj&»fc > * 'J 1 

fc/"?*«h&*C P U 1 0 1 'SgiSStl-So 

[0121] 

Mill bO"fH6 4>^ h^^^n^rttc, ^/^XP^fe^^f-^-1 9 2 
^tB^^tL^o ^tlrtn P s e cilfllfPlBlftl 1 O^it^lLt^f), ^^E'il 

1 ^EM-f&o 
[0 12 2] 

I P s e cflrljftpiol&l 1 0 fc^y viMSc&SEI&l 3 0 t*®.<b&t> 
■£-C«£-WKM*4fdlBK:W\ l*liKRAMl 1 1^12 8^M F02I«i: 
LTffflt^o -<7)^> 2It ^>^rT##^fflt LT^ffl^ti^o ?HJt*?"T 
■f-^fc LX'ftbti&^ y yatli, ^r>a»il^l 3 0 |*l8Btf> 1 6 0 

aMWUy^^^CPU 1 0 1 CAy y*fisa*i£$*i* 0 fc*5, H103IM 
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<Offl&X\±. ^ryafiiat, SHA l&gfcfirdo 
[0 12 3] 

il 6i±, I P s e cUMm^s<0\^mR AMOS HA 1 #LSB#<7)*tJ2££^1"H 
H 1 6 KijrfJ: 9 rtlRAM 1 1 1 (DAM 111a «h B® 111b 
ttiK Ztiffti 12 8^h01 ooiit Ltt^i, 
[0 12 4] 

I P s e cffiJMj& 1 lOli, ftjffiR AM 1 1 1 l^^'J 1 0 3 A7 v 

^M&K«fc£&3#&T'-*£DMAiEj£t::«fc CLOl&l 2 h 

ii^E-C#§iiA-e^^>/^1i^CPU 1 0 3 ^jg«i-4 0 ^Oie, CPU10 3 
Zfr&mt-f, I P s e cfflJftHHEI 1 1 0 t^ y viKUBcfttaHIK 1 3 0 tt^ 

[0 12 5] 

I P s e cflflJiPiUS&l 1 0(i, ifH:*, M-®1 2 8 m ^ h j&*£T?**Uf, 1"C 
2 h£*£^*§&^>&»'bM**;|i£igigi-& 0 rtlRAMl 1 1 <D 

[0 12 6] 

I P s e c mnWSk 110, Bf^S01?& 120, My ya«l|HK 1 3 
0*iT*^W*$*L4 'J - Kr-^li, f-^>f>-tl/??l 06 ^lotCP 
U101, I P s e cftUMi® 1 1 0 iZ&l)Zti2>i)\ ^'Jn>hn-7l0 
1 0 3 IzmjjZtiZo 

[0 12 7] 

I P s e c flftiftHUKft 1 1 0 tm^r^MM^ 12 0, M y yar«I@ 
E&l 3 0<D®mz'D^xnL<mW-t2> o 

017 14, I P s e c mffl®&<DftUffitiSL$:7f;1rmT~$>&o HI 1 7 tc^-f «t 
tc, I P s e c$Uf4PiaS& 1 1 0 (C{4, rtlRAM 111, rtlRAM^f >?7x 
1 12, W V '7, 9 W 1 13, ^P-r/Wr/^7i-^l 14, v * * M 
^0^7x-^l 1 5, teZXy-muj y*-7x.-7s\ 1 6 JtLTV^o 
[0 12 8] 

thlE#2 003-3104502 
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rtlRAMl 1 1 (±, Ell 3, Ell 4 H^t/cil*)"?*)^ $gk&*fr& -f - * * 
&S*£*^-*7^^£ft&o rtlRAM^ >^i-^l 1 2 (i, rtlRAM 

i i i-\<7)T-'-^<7)^^f7E^m L^tf y 9y x.-*x*hz> 0 UV^^SI 

^^>^7x-Xl 14I4, 1 8 2±T^ LTlftfN"&fc*!>£>>f ^ 

ni-Xt'*^o >^7x-^l 1 5I±, 1 8 2±tvs^-7 

7s 9 t LTW}\tt2>tztb<D4 V9 7 j--AX*$>2>o v^^/U^f >?7x-71 
1 5 Ci 18 2 LTtDMASgj^frfrft&o u ^ > 9 7x-^ 

1 1 6 (i, BlfMlsl^ 1 2 viM^aiHK 1 3 0 £jHf f htzft<n 

4 y ?7i-^t^o 
[0 12 9] 

I P s e cfflJfPlBlttl 1 0 iiBt^aiUI^ 1 2 0ili, 9>f h^^f"^(DREQ 
_WRh KS^f-^(DREQ_RD). 5 W h * h n-yf=-5|-(IP_WRX[0]K 'J - 

h D-y{f-^-(IP_RDX), 7 K U7«-^(IP_A), 'J - YT-9^7. (IP_RD[ 
31:0]), Vr-9;<X(I?_m[3l:0])X*mm2tiX^Z>a tfz, I P s e c 
ftfflm&l 1 OfcAyyaMIRaiiaKl 3 0tli, 9 4 h t*- * (IP_WD[ 
31:0]), 94 ho-r«-^(IP_WRX[l]), 94 hH^f#(DREQ_WR)T^M 

[0 13 0] 

9 4 hg*m-^(DREQ_WR)(i, Bt^aiUKl 20HIPse c fill Mi® 1 
1 0^3 2 kfy Y<nr-9U Y *S*t&i^*&, 

V - KH5Rfit77 (DREQ RD) t±, m^r^mM&t 1 2 0^"b I P s e cliHIKl 

10^3 2 1^7 Y<Dr*-9 - K£H#-t-&fg-^T?#>&o 
[0131] 

^4 h n--7*-fi-t(IP_WRX[0])fi. I P s e cVmm&l 1 O^fbBf-^M 
SHIg&l 2 0^9*-?<7)9 4 h=Srii*ni"4M-^-C*>*e 

>; - h n-^f-^-(IP_RDX)(±. I P s e cffiJtPEIi® 1 1 0 fflW&S 

nij^i 2 0^, nt^aieii^ 1 2 ortor-'-^co'j - K^di^n-r^^^ots-^-c 
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[0 13 2] 

T Kl^lf-^(IP_A)t±, I P s e cSiliiSSl 1 0 frbV&^r9m®& 1 2 0 
^f-^7n^7 K 1/ A I. ©Iffe^. ^ 0 

•J - Kx-*/^(IP_RD[31:0])(£, 3 2 tf y h OB&^-ftLaniK 1 2 0^<bO 
K ^_^£ i p s e cffllfflUHK&l 1 O^iltlffl^'e^^o 
[0 13 3] 

9 4 hr-*-^/^(IP_WD[31:0])(±. I P s e c $lJfP@i& 1 1 O^^Bf-^MS 
WSk\ 2 0 £fcJi^y->*M&«LSlHll&l 3 0^, 3 2kf7>o?>f hf-^t 

[0 13 4] 

7^ h n-y^(lP_WRX[l])(i, I P s e zWMW&\ 1 0H/>r> 
"7 4 h^<f^(DREQ_WR)ti, a y *s ^mmmm& 1 30HIPsecW 
[0 13 5] 

il8li, Bf^aiUf&<7)rtS|5«^*^-rilI-e*>^>o Bt^SlHlK 1 2 OKfi 
x iUy^^l 2 1, 1 6 mil -> > * 1 2 2 , itJTSB 1 2 3, 6 4 If v h T- ? 
24, 2jt#-y->*12 5 **K»t <b ttTv^ 0 

[0 13 6] 

©fMiKl 2 0t:(i^D7^f^ T KV:Mf-^-(IP_AK 5>f 
/s*(ip_WD[31:0]h ?J hn--rm-t(IP_WRX[0])3&*A^$tLTv>4 o Bff 

1 2 0 ti, ?nv9m^rKmmLXW}Y?-rz>o T Kl^^M-^(IP_A) 
fi, a^v** 12 1, iSUTSISl 2 3, ££1^6 4 Ify hf-^y'X^l 2 
4 tcATJ^ti&o 9>f h-f-^/^(IP_jro[31:0])l±, iUvX^12U64 
tT 7 Ff-^l/ ^12 4 ICA^J £*i&o - r«^-(IP_WRX[0 

12 1, ifCffSBl 2 3 , 6 4 tf * hf-^l/y^^l 2 4 is 
ctCF2ii^7 +> 1 2 5 KXtlZfi&o 
[0 13 7] 

ii/yx^ 1 2 k±, m^-ittfzim^^m^mir^mr-^ (m^mtfz 
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-91*. 2 3 a^]?Wo 

[0 13 8] 

i 6Mij>y>? i 2 2 a, ifc#8M 2 3 ^ a^j £n&vi*if-f *-r;wt-^-K 

1 2 3 HA^J^tL^o 1 6it#-7 >9 1 2 2t 1 6 

[0 13 9] 

virgin 2 3(4, Bf-SHt^ ^{i^^^#*tf do JL#W(C(4, ftjftffil 2 3 
(4, 21*-)>n2 5^?>0»JtHii&«^A^«:$tt-r, iSJf«:^$&-r*o 
i^JtiSR 12 3(i, m%*'ft n ® £\ * "f\ iS jfx- * £ 6 4 e y h r*- * P v** 
2 Afrhm^-f&o -£ It, iSdtSBl 2 3(4, il/y^^ 1 2 lfrbXD 

TlCJtgB 1 2 3 (iig$**S*£ 6 4t*7b f - ? U ^124 rtOl/v^ * Kt& 
[0 14 0] 

6 4 tf -y ff-^yX^l 2 4 {4, ifClT-r*- * ^»J|[ie*S:»»1--6 tz*b 
^l/y^^MSo *#etJ^(4, 6 4t'7 hf'-^l/y^^^l 2 4ii, 2o 
O 3 2 tf -y M/ v X 9 2 ft&o 6 4 If y h 7*- 9 V 9 # 1 2 4 Uli, 

3 2tfy K7)7>f h 7^-^/^^ytLT^»r-*-^^A*^tL N -J(7)l/y^^ 
$ o £ x 6 4 tf y h -r- 9 V v 7s 9 W 1 2 4 Kill Jt*£:£# ? *&lrt $ *i 
-Si:'; - Kr*- */sx(ip_rd[31:0]) LTaj^J $ 
[0141] 

2m*'y>9 1 2 5 {4, 7-f hT. b a-y^^A^HIiSc^*^ > h 
>*-C£>£ 0 2^1^-7 >^ 1 2 5(4, 9>f h n-rif-^ ? 2 0A#£;a& 

, mnmi&m^zmwui 2 3K**L-cm£f-t-*o -r&^*>, 5^ hf-^^ 

0/"f^(B**3 2 tf -y h 2@^tlMt'6 4 fef y Ft*-? Uv** 

if 1 2 4^co^#T-*-^(7)^^T-r^o -e--e> ?>r V7 hn-rif^2 



WSE# 2003-3104502 



4$ff 2003-112992 



^?-v: 35/ 



IA^$n4it-C, 6 4 if y hfe^D E S$km&ffi1&»Si&t 
[0 14 2] 

-Oct ^ ^Bi-^-MSIUl^ 1 2 0-CDE S#L3S£tT0if£\ £-f\ lt^v*?l 
2 1(:|f-^ i lli?iiSo^^ 5>f hf-i'^HLt, 6 4tfyhr-* 
-^l/y^^l 2 4 H^»r-*-^^2IHC^ttT#^iiS tt^> 0 2 1»tlii 

^7j^f^n7t:c^^2ii^'7>^ 1 2 5T-f£ta£*u ^p^t -^m?^ £ nz> 

o 

[0 14 3] 

> 6 4 tf -y hr-? UzsXtmi 2 4 ^#£51 "to iIIM£*fi, 6 4 

If -y hx-^ VV 7,9^-1 2 4 frh 1 ) — YT-9t LXltit)2tiZ> 0 ifz, : 3M 

ui 2 3 laotDESwpn^it:, i eii^^ 1 2 2 tc^t-c-r 
* - 7^ jS-^-^m* £ 1 6 ij <y y 9 (D^ii ^F777'$w 0 fit 
, 1 6 it* -7 1 2 2<Dfi75 ? i 6uii-r^>i:, ?s»^T#-^^m^^ti^o 

[0144] 

^coi^C m 1 ^IIMoff^c^£B£^MII]!& 1 2 Otii, -r-^^^h 
m (3 2 tf -y M£{£) T-^£T^«9, hl^T^itlc^^^^gl*^ 

^-^>o S tz. 1 6 « -7 y 9 1 2 2 7m #7 -7 > K* +>y*?h LT$tit£ <9 

-f^o Bf^-ltt ^(ia-^-0^|gm{i> 6 4tfy hr-^y^^l 2 

4 (32tfyhX2) H±#^^^^o 
[0 14 5] 

^ y v^-ramMSHIfi&l 3 0(7)«St:ov^^t^o 
1211 9(i, ^y v^M^Milllll^OrtTO^^^I-ll-e^^o A 7 ya|» 
SHIS&l 3 Ofi, ^7yal^l/y7^ 131, 80it77«7>^132, iRJf: 
§15133, 5 1 2 If v h r- 9 U 9 S£ 1 3 4 , *3 J: If 1 6 ifc* * V * 1 3 5 
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[0 14 6] 

0(4, y ^m^KmmLrmi^-r^o rK^itu, fangs 1 3 3 1 5 1 

2 kfy hf-^Uy^^l 3 4 ttcA^J^n^o 9>f bf-^li, 3 

3 <b 5 1 2 tf ' y h x*- * WTs ^»134fc CA^ £ ft£o 7 4 F^Fn-7*|| 
#(±, iSHSG 13 3. 5 1 2 tf y h 7*- ^y^^Sl 3 4 £ 4 1 6il^-7> 
* 1 3 5 KXJlZti&o 

[0 14 7] 

7N-y yait&ffll/yA? 1 3 1 14, ya|WCJ: >9 £ *L7^ 7 > 

y^ * Tfllia $ *LTi3 «9 , ^#-C 1 6 0 tf y h<Dr~? tfteffiV S £ „ 
[0 14 8] 

8 0ii#«7>* 1 3 2 igJJfgRl 3 3 ri>fc At) £ ft-Z>\%.%4 ^-^Wr^ 
#;*-r-*;*J& ? i£#S|5 1 3 3 M$^o 8 0 3t7J"7>^ 1 3 2 T 8 0 

[0 14 9] 

ifCjfSISl 3 3(4, yN y yiltClo'< /N-y v^ilOjfm&gfcfr £r#ff7 
(I (4, iSmi 3 3(4, 16I^7>M3 5 b (DmnffiteiE^V) All Z 

-c, mwitffli&i-z>o mmui 33(4. ijot^T-?*^ t-r\ ^^-^^5 

1 2 tfy Fr-^yyX^f 1 3 4^^^#-t^>o fLT, 1 3 3(4. 

^t-'- ? (c^o%^TyN y v^-'ftt^^i-^o -^^T^, mnU 1 3 3 {4iS?$f*§ 
5 1 2 t' 7f f - ^ 1/y^ 1 2 4 ftO l/y^ ^ Mt^o iMU 

[0 1 5 0] 

5 1 2 tf y h r- 9 1 3 4 (4, m&r- 9 & tz 

tb<r>VV7s9&"etb%>o A#lft(;(4 5 1 2 tf y hr-PUi/Xtm 3 4(4, 1 
6m<03 2 tf y h W-y^^-CfltfiK^tL^o 5 1 2 tf y hf-i'l/y^^ 1 3 4 



tbSEift 2003-3104502 



4M 2003-1 12992 



37/ 



[0151] 

1 bmiJ^y? 1 3 5(±. 7^ h n-rif-^A^lI]^* > M" 

•^?-c&& 0 i 6it^^>^ i 3 5f±, ?4 hu-rm^tfi 6(UA^$ 

ft&<h, vt»^^m-^^?S»^l 3 3 iC*fLTm^1-£o u b7- 

^ys^(7)/s^i(is^3 2 tf >y h-C£>&£#>, 1 6 HO 5 1 2 £*y hf- 

7*11 1 6 [II Atl $ - t T% 5 1 2 tf y h JfM£<^ -y y ^ P^MSt^^ 

[0 15 2] 

j v^fi^M-r^^^^ £i% 5 1 2 try Ff-^y^^l 3 IBM 
im<V7-9tf3 2\£y f«»^n^ 0 »#^<^HI^Cti. 1 6M*<y>9 1 
3 5Ciot*^>f ZtiX&t), 7-?(Om^lk&-tfl em^M-fht 1 6 it 

i 3 5 7)^^^^f^ ? m^$tL^»o mir$#}{§-^KtL.gL-c, 

ffil 3 3**A7 viM»Kt£ofc»#*H!$&-r£o JMfcWKfi, »**B 1 3 31i 
, 5 12t*7hf*-^l/yX^il34 ^MM^t*- 9 L, ^ y v 

iMMo/:MI*tTio iSJtfiPl 3 3K<fc&*Qs3j&*8 0 Hilt «9 jg $ Z. t 
TV> y yai« $ ft, />7 yaMI W7.9 \ 3\ y ya|« $ 
tl&o Ayyaf^l/y^?13 1 f*I<7) r'- 9 ii> 'J — Kf*- 9 t LTffi;£j $ 
ti&o Z<D££, mU^S 0mZj&LtzZt*8 ■om*?>9 l 3 2 7& s 1fcmU 

[0 15 3] 

J£Jl±OJ: $ tr, ^7 ">jt.B8»«LaiHltt 1 3 OKfcwT, ^y y^» ? £j& 

Z\ZX\ CPU10K IPsec tllfflllR 110, f^9SMm^ 120, 
IJ/AyyaMtMlilS&l 3 Ofi, -e-tL-Tix'IBgiJoilK-Cab'J, SffLTf- 
^^rfttS-r^^t^-e^^o JSITK, CPU 1 0 K I P s e cWSPEll&l 1 0 
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[0 1 5 4] 

T, H2 0 t:^til^xf y -f&^rKfo^XVmirZo m 1 ^ii^f 

itii, Hf-^&SUIIB& 1 2 0 (±DE SMI^!fWN7 v^^SEi® 1 3 0 f± 
, SHAlM^ff^e 
[0 15 51 

[^f--7 7°S3 1] ^El^^fi^^-t-^o B&#«taiHlKl 2 014, Tfr 
(DES) tli^^i-^o Z(Dt h^ff^(DREQ_WR[0])fi 
Tt-f^t^^o ^7yar»S@Kl3 0li, TiV^JXA (SHA1) 
^fx^-r^o -cot §7^ HK*te-^(DREQL_WR[l])f±7-*- h^T'^^o IP 
s e cfWUPil^l 1 0(4. h) V>W&*W®. 

^4) Ut^o Z<D£&, CPU1 0 l^^XO/a^U^^i^ot 

[0 15 6] 

[^f 77°S3 2] I P s e cffiJfiflHIi&l 1 0 f4. 
[0 15 7] 

[^f 7 7°S3 3] I P s e cftlJfSPII18&l 1 0f4, nvbn-V^-Kl/y 

[7.f 77°S3 4] I P s e c tU?PlBl& HOli, ^/^«?KC^*^(BRQ 
[0 15 8] 

[^f77"S35] cpu i o ui, ^m^^mmm^mn-^iBGHD^r^ 

-M, AX-?**-C{4& < 4 4, I P s e cftj$p[ili% 1 1 0 (4, /Uv^ * t 
DMAfclCJ: ^^e'JlO 3^"bl*llRAM 111^6 4^-f h -f- ? 
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[0 15 9] 

[Xxy7°S3 6] I P s e ctW@]!& 1 1 0 (4, T- 0 tL^WT L, 
^/^ft?fe^^f-^(BRQ)^r-V T-9-- ht*» CPU 1 0 1 (4, *M»'**M 
&3?*$#«-^(BGNT)«r-7'-f TV- h L, W**9 t%Z> 0 
[0 16 0] 

[^7 7 7'S3 7] I P s e c^JfflJIflliESl 1 0(4, flg -^MaiUiE& 1 20^64 
kf y Yor-? £ 2 llHc$Ht-C##&*. ##&**&7"*-<&o -<0<h§:, IP 
sec ffiljfpisltt 1 1 0 (4, f - * U > lx * 7&v^> 8 h 53^ L? K o Bf 
-^SUHB 1 2 0 14, I P s e cfiJfPIUj&l 1 0 frb<Dr- *##&*«T t 1^ 
Bf(c, f£-5§-&g («HMfcifci±«"30 tmi&'tho BffMli]Kl2 
0(4, 5>f h^^m-^(DREQ_WR[0])^T-V 7-9— :©IBI, CPU 10 

1(4, LTjtil^MEl (/^yhtfi^^nhnn'OM) £HtT 

[0161] 

Uf'^'S 3 8] B&^aiUKl 2 0(4, Bff^aSr^ff-tSo I P s e c 
SU^0K1 1 0(4, tt«'***J&3f#«-*(BRQ)£7-9-- htio -OR#*-Cf4 
, CPUlOl^StLW^^tJb-So 
[0 16 2] 

[^f7^S39] C P U 1 0 1 (4, ^«/<*HJfe3?;fc^^(BGNT) £ 
- h L, ^*-r*?-C(4&< I P s e cftlJMi&l 1 0(4, /Uvx^ £ 

ft*K DMA$K^ltC4 (9 p<^'J 1 0 3^<bl*IjKRAMl 1 Ff-^ 

[0 16 3] 

H2 K4, r-9^im<D^mm<^m^^^7jkirm2<7)mx-$>^o & 

T, EI 2 1 C^ffel^^f 7 ^ffCf&ot^tSo 

7 7"S4 0] I P s e c^lJ^HIKl 1 0(4, r'- &<^£i&T U 
^^*M^ff^(BRQ)£-rV 7-9— M"£o CPU 1 0 1 (4, ^MflS/^M 

eib& 1 2 o (cjbHt^Bf^a^T l, m^mmn noia^j - KH*ft 
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#(DREQ_RD)^T-9-- h Zti2> 0 
[0 16 4] 

[Xf7 7*S 4 1] I P s e cf&IJf*P®{& 1 1 Ofi, Bf-t^SHIS&l 2 0^<b<7> 
^-*fsj£P^£i£ISf&U 6 4 \£y Y(D^-9 £ 2 ®l,zftliX'®L } 0 Z<Dm 

[0 16 5] 

7 7 e s4 2] i p s e c tij^nii^ i loii, tm^^mwtmmn -^-(brq 

[Xf 7 7'S4 3] CPUlOKi, ^SB^^SScH^ftlg-^CBGNT) SrT-^ 
-H, < I P s e cMIIK 1 1 0I±, /«7^ ? £ 

DM A$KjHt- <fc faUR AM 1 1 l^<b^'J 1 0 3^6 4aM h r- 9 

[0 16 6] 

[7>f7 7°S 4 4] I P s e cftUHMSB&l 1 0(±. f-^tiUJL^TU 
tt«'**#lfc3S#fc4!-(BRQ)£-y''r T+h-h-T^o CPUlOlli, n«5^^HI 
^^f*lf#(BGNT) h U * t Bg-^SHU® 1 2 

Q_WR[0]) £ T*t - h U >^-mi*t££o 
[0 16 7] 

[7f7 7S 4 5] ±IE*"r 7 7"S 3 4-7-f 7 7°S 4 4<7)#i3I£, T- 9 V 
y y?, v v 7. 9 & o \z % z> t -cm *) j& L H^f i" * o f-^>ni/y7^?0 

^x>7°S 4 6 <WS^jt*6<b*L&o 
[0 16 8] 

[7f77S46] I P s e c ftlJ|JP@i& 1 1 0 (4, M^T#J «9 ii^'ft^-^tb 
TJ^tl&o CPUlOlli, ^'J103 Cf-^ uyyx&frtoi&^ri&mftW: 

[0 16 9] 
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EJ2 2(4, is^m&J&^Q&<V&mffi<Dmft*m&&}r~7Ftm^&2>o & 
T, HI 2 2 C^fMI^^f 7 7'f f Cf&o t^t^o 
[0 17 0] 

[Xtv7°S5 1] ^HS&^WfB^I^-r^o BT^LSISj&l 2 0(4, 
3'<jXA (DES) tlt^f^-r^o Z<Dt£U hS^f^(DREQ_WR[0])(4 
7-t-h4"t^^ 0 ^7vaitMHl^l 3 0ii, 7;1/3*'JXA (SHAl) 
^Ix^-T^o h^lf^(DREQ_WR[l])(4T-^- Y^$>Z> 0 IP 

s e cwroi i o(i, mtf-^ (^-yy h (vm^zwm 

/*>f) Ltv^o C P U 1 0 1 ? t tzoX 

[0171] 

[^f7 7°S 5 2] I P s e cftJfflHUS&l 1 0 (4, DM A$k£IM^&^7 ^ 
[0 17 2] 

[^T7 7°S5 3] IPs e cWEIKl 1 0(i, 3 > h n-;l//^e- KI/y 

^^[i:o]rtoiftftH!$&fw»tr * (it* ru ) K-rzo 

[Xf v -7°S 5 4] I P s e c MESS 1 1 0 tt, na$'**«?SfcS£#M^-(BRQ 
[0 17 3] 

[Xf 77°S5 5] CPU1 0 1(4, *m^*P^S*^ttm^(BGNT)£T^ 
-H, I P s e cffllftHHE&l 1 0(4, >*7s**7s9 t 

0 ^ DMA$^itC4 M^'JIO 3 5&»«bl*|jfcR AM 1 1 1^12 8^ hf'- 

[0 17 4] 

Uf'^S 5 6] I P s e cmmmffil l 0(4, £1*7 U 

tm^xmi&mMm-^imfizri r*r- v-t&o cpuioiu, ^su^^ra 

[0 17 5] 
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[^fy^S 5 7] I P s e cftlJMS&l 1 0 (i, y ~> *M&1tHMm& 1 3 
0^128 tfy F^r'-^ 1 6 HH^tT*^^ tl^^Tt^o - 
60 <h I P s e c$IJ^HSS 1 1 Oli, T-9 vy 77VV79frh 6 4 ^<>f h 
^iL?l < o a 7 V^fflmm.W& \ 3 0(i> I P s e c^EIS&l 1 Ofrb<D 

iB8»«tffilHlHH 3 0li, h^ffl-^(DREQ_WR[l])^T-V T-9— h-f&o 
:oW, CPUlOlli, LTltHcoMS (/N°^y ^lf^-7 0 n h 

[0 17 6] 

[^f7 7'S5 8] ±E^r 7 7'S 5 4 - ^t 7 7°S 5 7 ^MS-^ 7*- 9 V 
y 77 V V7, 9 fr Oilb&t "C%k *) & Lnft-f %>o r-9V> 77, V V7 9 if 0 

[0 17 7] 

[Xf y y S 5 9 ] I P s e c ftUfflHH* 1 1 0 ti\ ^S^TtJ 0 g^te-^ffi 
T^ti&o CPU 1 0 1 (i> v x-m*Wi&M2>o 

[0 17 8] 

EI2 3 l±, I P s e c^lnlKtlg^aiBIKt^K^^^^Ifc^^^^i" 
ll^M? + - h-e^>*o SI 2 3 -Cti. I P s e ctlJfiPII!S& 1 1 

01BlJ<7)^^ci^^t'2)^i-^^^n-c^i9^ TS^m^ainKi 2 offloaiHBc 

£t/Hf#M3!IJi& 1 2 0 ORSB-f- ^^gStLfv^o 

[0 17 9] 

I P s e c^EIS&l 1 OOff-^-h LT(±. T K ^"(IP_A). 7 4 Y7 
Y n-rffi-t(IP_WRX[0])> <j - h n - rif^ (IP_RDX) , 70f-^A 

*(IP_WD[31:0]h >; - Kt"-?/^(IP_RD[31:0]K 9>f h^«-^(DREQ_W 

Rh $$£.ZF') — KS^«-^ (DREQ_RD) ^ ?titv^ 0 
[0 18 0] 

BH3-&3E1I&1 2 OfSJOffi-^i. T Fl/^«-^(IP_A), 7^ h7 hn-"/fll 
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-5|-(IP_WRX[0]h } )~ K* h o-r«#(IP_RDX), ?4 h r- 9 ^A(I?_M)[Z 

l:0]h 'J — Kf- 9 J^7^ (IP RD[31 :0]) s W> 1 t"— ? U ? -fit (DESDR U) . 

f& 2 T- 9 V V7. 9 fig (DESDR L) , (des_start) , t-9 7, 

(DSTA) , 7 >f h ^ (DREQ_WR) , £> et LK >; - K3^f -*r (DREQ RD) t^tf £ fi 

tv^o llf-^ U ?fit(DESDR_U)f2, 6 4^-;f T- 9 ^yX^'Sl 2 
4F*!<£>— -fi<DT-9 VV7,9 (W, 1 t*- 9 V V 7 9 ) <7)fj|-C$)&o ^ 2 f* - 9 V 
y'X^t (DESDR L) li, 6 4 tf y h T"* — ?Uv^?f 124 F*3Wffe^<0 -f - * P 

[0181] 

7 4 V fe-5"C I P s e c fflJftUUft 1 1 0frh<O7 r ~-9 1?W> \T-9V V7 9 t 
m2 r-9 \sV7.9K3 2 \£ y hfof ^JtLl> 0 1/ * Cf- & 
ttiZt, i»*H!*&#-^(des_start)3& , T-9— h$*L* 0 ^<7)^#, iStfffM-r 
-*x(DSTA) k*><h&& 0 i*JH*Tti l 6iS#^>? 1 2 2 "CifcTlll&*^?- 

£ KfWflUS "^ft $ *u il^^r - * x (DSTA) tfirytteZo 
[0 18 2] 

7 K W-5§-(IP_A) «\ |lf-^yy^^^2 •f- * U * £ SrStt 
■r&tztfXDT YV7<DWm^h 1 If y h 0«-5§"t% tlf-^ Uy^^Ctl 
3itf^tC(±T Klx^jf-^-(IP_A)(i r 0 J (n-W*;l/) , |2f-^y^ 
* K#§&tr*£-K(±T KUXjf-^-(IP_A)(i T 1 J ('W 1"<)V) 
[0 18 3] 

9 4 hS*«-^(DREQ_WR)(i, m^tmm&l 2 0^<b I P s e c^HJi^l 

h ZtiT^Ts 6 4 tf-y Ff-^ *9ffi-\ 2 4 ^<D7*- *#£&*iifc7&K 
t-V T-9-- h $>tL^ 0 vl^Tm> - K^^«-^(DREQ_RD)^T-9— h 

o - vm^m -*i-(dreq_rd) (±> * - k >j * .x* h « -5j-c& «k 6 4 tr y 

hf-^yX^12 4 £ £ titztfim-Z\ *<Dt'- 9 - 

yZtiZ><D*ftoX^Z>c\tZ7FLr^*Z>o IPse cilrlJ$P[pJ{& 1 1 0rt ? 'J- K 
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(DREQ WR) T "9" — h * fc, Bf-^[IIS§Oit^fi IPse cftjf£pm% 

i i oa s »**tfc"T- «*uj lmtj^t ■? ipse c wi@ 

ftl 1 O^^Bf^-IH^^^ hf-^^I^7^ h-r*-^/^(IP_WD[31:0])t 
, H^igg&^'b IPse c$UfP[I]8& 1 Kr-'-^^S^'J - Vr-9^ 

J*(IP_RD[31:0]) tm&fbtiX^&o 
[0 18 4] 

BfgiJ t l[Z?4 hH##-^(DREQ_WR)ri*T-9-- h £*i&o 

B#£U t 2 (B#£0 t 1 <7) 1 =7 A h X h n-r«-^(IP_WRX[0])^T 

■9-- h £*i& 0 ffiH#K. 9>f hr , -*/**(IP_WD[3l:0])K*tL-t\ IPsec 
ffiUfWHKl 1 O^^IWIf-? (3 2 if y h) ^m^J$n*o 
[0 18 5] 

B#^U t 3 mm t 2 <D 1 &3#&t"- *t»-^Q ! &IIIB& 120R 

<7)H lf-^ ^fI(DESDR_U) Utelfl ZKbo 

mmtA mmt 3<o\mmm ?>r h-r'-^/^(ip_wD[3i:o])^o^ 

aS^m t** — 9 <7)Hj~t) £ *U 7^^Fo- r jf ( IP_WRX [0] )^f>f7t 

- h ZtiZ> 0 mm-, IPse c$lJfWEIKl 1 i)T Kl^^jf-^(IP_A)^ 

TlJ tcfg^^tt^o f 2 f - ^ 1/ y ^ ^ O 7 K ^ *il)o 

[0 18 6] 

B#^U t 5 (Bf^iJ t 4 O 1 9>f h^ho-r«-^(IP__WRX[0])**T 

■9— h$n* 0 1*11$ 9>f hx*-*^X(ip_WD[31:0])K2tLT, IPsec 

fifij$fl@i&i i ofrb!&mn%t.r-? (3 2 tr y m antj;fr$*L&o 

[0 18 7] 

«J t 6 fl$SJ t 5 <D 1 ffllWaf- * 7&*Bf -^MaisIK 1 2 0 1*1 
^2f-^U 9 m (DESDR_L) IZfam 2tlZ> 0 

B#£lJ t 7 (B#£iJ t 6 <D 1 J9$J&) I P s e c ffiJMi® 1 1 0 K X *) T K V 
*lf-5§-(IP_A)rt ? r 0 J mftJeStl, 7^f fx h n -rm^r (IP_WRX[0]) t5 ? t-V 
7-«J— h Sft-So |aJB#C> 9>f hr'-^^-7;(ip_WD[31:0])^OT ? -^m*^# : 
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ihi--5>o itz, Bff^SlHlK 1 2 OPWCfi, «JHJB*&«-^(des_start)**T-9- 
[0 18 8] 

nf^j 1 8 mmt7<Dimmm iz s mm* x-r-**(D5TA) a** 

}ICltTOlf^(des_start)7^:rV T-^- h £*i£<> 

«J t 9 (Nf^iJ t 8<7) 1 J§JUtf£) hl?#€^(DREQ_WR) h $ 

Bit 1 2 orttDE st&mtmn $*l& 0 

[0 18 9] 

ia 2 4t±, i p s e cmm®ffitm^&m®&t<Dmo^x<Dm^mB*7Fir 

f£2 <D?4 ^ h-C**o HI2 4 t±, DESM^T^iftMfi^ 

[0 19 0] 

D E S MS^xT LfcB#£'J t 1 1C, »J|[*^-r-^^(DSTA)^7t**o 

mm 1 1 2 (b#^ij 1 1 1 co i mmm m^vm®®* 1 2 0 i 0 <; - ks 

^ff-t (DREQ_RD) rt ? T-9— h£*L& 0 
[0191] 

«J t 1 3 mm t 1 2 O 1 JH^m) fc, 'J - h n-7*lg-5f-(IP_RDX)^ 

B#£'J t 1 4 (B#£iJ t 1 3 <D 1 JH$tf£) fc, "J - Kr*- (IP_RD[31:0]) K 

mlx, m^i&mm&i 2 ofrbfumzk&r-? (32\??h) ^tb^j^n, 1 

P s e c$lH*P[US£l 1 O-C0E*&**L4o T K l^-X jf -^-(IP A) T 

0J "Cab**:*, K-7'-^/^(IP_ja)[31:0])twH, llf-^l/yx^ 

[0 19 2] 

H#2U t 1 5 (WJ t 1 4 <D 1 J3ft8&) - K* h n-7'«#(IP_RDX)^ 

r-V T-9— h £*U I P s e c^HI^l 1 0 «t 0 T K U^iE^(l?_A)^ [ 

[0 19 3] 

mmtie mm t 1 5^ immm hn--r«-^(ip_ja)x)^ 
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T-9--h$tL^>o |aJH#K, <J - K-f'-^/^^(IP_RD[31:0])^<7)T-*-^ai^7& ? — 
[0 19 4] 

B#^U t 1 7 (Bllt 1 6<7)lja» tc, 'J - K-r*-^vsx(lP_RD[3l:0])H 

mlx, m^mmffii 2 ofrbt&mm&r-? (3 2tfyh) ^tti^^n, i 

P s e cfMUPSIB&l 1 0 *i*o T Kl/^i^(IP_A)^" T 

1J Tr£>&£#>, «; - Kr-'-^/^(ip_RD[31:0])tc(i, |2f-^y^^ 

[0 19 5] 

B#£'Jtl8 (»Jt 1 7<7>1SJ(B«) •;- hn-r#-^(IP_RDX)^ 
f-V T-9-- h I P s e cflfUftlllR 1 1 0 ItZX V) T K l^X>fg-^(IP_A)^ T 

[0 19 6] 

nm 1 1 9 mm tisoi juro) u - k^^s-^(dreq_rd)^^v t 

•9--h^tL^ 0 [5IB#H, Kx-^/^(IP_RD[31:0])^(7)7 : -'-^ta^>6 ? # : lh 
[0 19 7] 

0#£iJt 2 0 (B#£0t 1 9 0lJi»tf&) h^^f-^-(DREQ_WR)^T-9-- 

H2 5 i p s e cumffi tm^-^mmm t(Dm<D /<*<Dm^MZ7T^ 
? 4 \ y \ - h -c&& 0 n 2 5 -ei±, _tj£K i p s e c w&misk i i o mo 

m^te XXfm^^MM^ 1 2 0^P^x*-^ ? 7f£*iTv>£ o CL^Wi, 
/N-y viMStf&SIHK 1 3 OtCi^S HA 1 ^g^M1"£l*m»-T;£>&o 
[0 19 8] 

I P s e c$Ui@^l 1 0<7)«^-«h LTii, 7^ h n - 7m ^(IP_WRX[l 
]K 7^ bir*-?/s*(lP_WD[31:0]K is J: Z/y 4 Mf^ff -f- (DREQ_WR) $ 

[0 19 9] 
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^r>a P»a[US& 1 3 0 Oflf L T ti , 7^fh^Fn- 7*11 (IP_WRX 
[1]), ?4 hr-*-^^^(ip_WD[31:0]), f£ 1 -f- 9 U *fI(W0[31:0]h IS 
1 6 7*— 9 V 9 J7s ^fi(W15[3l:0]), *fHH*l&rtf-^(hash_starth ifcjfft^-r- 
?*(HSTAK ^it^-T h -^-(DREQ_WR)^^tLTv^ 0 

[0 2 0 0] 

=,4 h n-rjf-^-(IP_WRX[l])lC)SD-C, I P s e c$lJfP[US§ 1 10^^ 
Of- 9 if- 5 1 2 If y h f- ^7^^113 4 £ff $1" * 1 6 l^f- * U v 
^^CSi&iiiio <£l 6fflWf-^l/y^^(:f-^* J ti&i^t> 
-?-tr-y h^T^EWSft, ?I»^^f^-(hash_start)^T^- h iSST 
**x-?*(HSTA)7!> s *>Kl£££ft&o iSjmT&SMi, 80MiJ^>9 1 3 2 

•c»Tia»:*^ Ltztz mn&Tfit^r&tojj s *u mn*x t - 9 * (hsta) a** 

[0 2 0 1] 

5 1 2 tf y hf-^I/y^^Pl 3 4 *iStS#f-^I^^^I±v 

aftL^Of O f - ^ 1/ y y; ^ t: y 7 h $ il* 0 ^<Dtz*b, 5 1 2 If y hf-^ 
1/yX^l 3 4[*J<7)fiEi§:<7)T---y- l/y^^7 K £ SlfcglJ 1" * fc^Ofg-^li 

[0 2 0 2] 

/N -y -> 1 3 0ri»<b I P s e c^HIl^l 1 O^f'-^ 

i; fx.* h £^1":T-*^^(DREQL_WR)ii, A7yaitfea@Kl 3 0 t& ? 

(DREQl_WR)t& ? T-9-- h £*lT^& 0 fit, 5 1 2fcfy Ff-^y^^^f 

(DREQ WR) rt ? T - h £ ti% 0 

[0 2 0 3] 

h-^T% yN-y viM&&S0l$l 3 OrtSBUli, HI 7(3tioC!lIIS 
3M&3rtffl<7>^y v * fitted I'v* * 13U, ^7yaiSfffl<7)5 1 2 tf y hf 
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Smfi^ 5 1 2 tf-y hf&mc^'T-V >*~U ^1-^S^f5iiftj&-(HW±<7)Mll 
[0 2 0 4] 

•J - Ktntfj:t>o i p s e c^0{^i i o immi^'- ?m^&&<D&* 

ft") tztb, I P s e cm$m& 1 1 0^«b^ y *> ABSSMBsMHfr 1 3 o^-r h 
■7* — ^a^Uffl^'f hf-^/U( IP_WD [31:0]) tfWt tfbfiX^ho 
[0 2 0 5] 

=£1\ B#£'J t 3 1 tCr-*-^^^f-^(DREQ_WR)^T-V T*- h £*i£ 0 
nn t 3 2 («J t 3 1 <D 1 fc, 7^f^ h n-r{f-^-(IP_WRX[0]) 

&T*r- V Zti&t&lZ, I P s e cftll^HIKl lOCif) 7^ hf-^/U(I 
P_WD[31 :0]) K&Sfcj-fcr'- * ^tb^J $ *i£o 
[0 2 0 6] 

mm t 3 3 (mm t32Wl Ji8i&) fc, 9^ h (IP_WD[31:0]) £ 

^ Lrm^ ^ tttztimtt^LT- 9 &m 1 r*-* Uv**(W0[31:0])Ct£;e£;!x& 

o 

[0 2 0 7] 

»J t 3 4 (B#£IJ t 3 3 <V 1 Ji»i&) C> 7^fh^ h o-^##(IP_WRX[0]) 
[0 2 0 8] 

1 emgcox-^I^P^^^^iJ t 41C, 7^fhX hn-r^(IP_WRX[0 
])7& ? T-9-- h $tL4 I P s e cftlJftHlft 1 1 0 iZX "9 74 hf-^/U 
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(IP_WD[31 :0])i:M*tftf- * $ *i* o 
10 2 0 9] 

»J t 4 2 (Bf^iJ t 4 1 <D 1 @D3^) ?4 (IP_WD[31 :0]) £ 

^ L T $ titz&mn^r- 9 i>m l r-*-* Uv** (WO [31:0]) KKSe $ ft £ 
o |SJB#K, 5 1 2 \£y 3 4 rtO-f- * ri ? JK.& v 7 h 

^1 6f-^ l^v^^flt(W15[31:0])lC, mn^rkZtltzZ 2 t*7 hOf-i' 

[0 2 10] 

Bf^ijt4 3 mmt 4 2<Dimm&) hn--rra-^(ip_wRx[i]) 

/6 ? r-V T+J-- h fc^H, 7^ hf ? -^/^(IP_WD[3l:0])^<7)Ma^T ? 

|fP^^(hash_start)^7+h- h £*i£o 
[0211] 

0#£|J t 4 4 (H##J t 4 3 <7) 1 H»9&) , ifCJt * r - * * (HSTA) > ICf^^ 
»J t 4 5 (B#£lJ t 4 4 <7> 1 JMf£) 7*- ^55*^(DREQ__WR)* s T-9— 
[0 2 12] 

»J t 5 2 0$$J t 5 1 <D 1 r-'- ^M^f^-(DREQ_WR)75 ? T-V T 

■9— h £ft£ 0 
[0 2 13] 

JULLOJ: 9 -fe^ 'Jf^ y h 7-^ n > h d — 7 l 0 0 UJ:tt(i\ I P 
s e cfflMm&l 1 0 ^mmffi l 2 0^r>aMMilKl 3 0^<D 
■r-?<DAttit>Zftl tztb. C P U 1 0 1 «^IifWt4„ 
[0 2 14] 

-5) o 
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H2 6*4, h^E- KE S PWHf-f"fki£Ht©ijE|gHt «r^-tm-e 

£>&o 126 (A) (4 I P v h £/^U HI 2 6 (B) (4 I P v 6 

[0 2 15] 

IPv4 <7V^ y h 5 0 (4, IPa 7 ^5K TCP^y 
^'5 3, ESPM/-7 5 5, ESP WM^ 7^5 6 Tl#Jj5c 

o Zcoo-h, TCP^7/53, ESPhU-7 5 5 7» ^ffc^B 

Tab&o $ fc* E S P 's y V 5 2 , TCP^7^5 3, f-^54, ESP fl/ 
-9 5 5 ri^iEfSH 
[0 2 16] 

IPv6 <n^*r y V 6 0 (4, I P v 6 ^ y V 6 1 . flMJiP*^ 7^62, E S 
Pa 7 /63> -7° v 3>A7^64, TCP^7/6 5, E 

SPH/-7 6 7, E S PBIE^y ^6 8TifJj!c£*i&o **6*-7°v 
3>a 7 /6 4, TCPA7/65, ESP hU-7 6 7 J&*Hf^fl: 

$£B"t?*&o ESPAy/63, ^7 , V3>A7^6 4, TCPa-; 

^65, ESPFU-76 7 * s |gSE|EHT***o 

[0 2 17] 

^ii(fh7>x^- h^e- KE SP»5HW7 hMBti:i±> IeH 
OffiftCMLT, mt&^y v^M^(HMAC-SHAl,HMAC-MD5)*fflv^7t:EIEMS7i ? 

[0 2 18] 

El 2 7(4, AH<7>mMMm&m1-m'C$>2>o AHW7 h 7 0 <?>*$Hi> I 
Pv4, I P v 6, 2^zmC"e$>2> 0 AH^7 h 7 0(4, I P^y ?7 1 , 
AHa-7^7 2, TCPA7^73, f-?7 4t«E$n4, AHO/^^ 

Wi (HMAC-SHAl , HMAC-MD5) £ ffl v> tz fgfEftta t & £ o 

[0 2 19] 

fcxjf, ^7F7-^Mii#ut^-t^-^ (s^iaso town 
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Y n-9 (IEEE802.3)*fflv>fc*Br£tf> I P/** 7 h^^fX$:^t^ 0 
[0 2 2 0] 

IEEE802.3O* y h v - ? <D— fflb Lt, 1 y h OEff&SfcfllK 

tzibmmmz\±^ CPUKTKSe (HMAC»^-^\ MD5/SHA1^ 

& c >rntcj;i9, CPUM ^IISL. i/cM-F^iT^o^t-vv^ 
1i^5l#tb1"Cl t^*Iifg£&&o DMAC(Direct Memory Access Contro 

l ler) ^ffl^TCPUHisv^t £2;S £ fi 1 ^ fSSEM £ L T Htf I - £ - £ t? 

10 2 2 1 ] 

HI2 8(i, Ft-fXJ^fi-e^|, 0 12 8i:^tJ:o{:, IP/-? 

y-yh8 0l±, I P v 6^7/8 1> *lB&ftlJffll^ y 7 v 3>^y 

?83, f-?8 5«$W„ C <7> «t 7 IEEE80 

2.3i:tSofc^7 h7-^Oft^I P^y ft'fXli, ^1500/^ h (IPv 
6a^4 K ^<7Mfel460/^ hJ^T) -C&& 0 

[0 2 2 2] 

f2liET;wmj XA^^/N7 yantOMD 5iSHAlli, 6 4^M K5 
1 2\£y Y)7*u y ?m%iX£>Z>o Vt-oX^ 1 y 2 

[0 2 2 3] 

12 9ii, I KE^>f K^f fflLfc7x-Xll:^ti"C*<5 6 7x- 

Xlli, i$^Xn h n;K^HUijiT-^)^>o Ei2 9tC(i, j§lf#(Intiator) t 
^(Responder)£OW-C£&$;h.4* y-t-^Siltv^, Hl<7)^ y-b- 
v(Message#l)tCjoV^T. I S A KM P - S A (Source Address) <E>* ^>x- > 
a >7& r P3$&$n-6o ^2<7)^ y-b-v (Messaged) K*3l/>"T, 36* S A ?&* jWE $ 
ft £ o S 3 <7) p< y -b - v (Message#3) i:|4W^7t-y (Messaged) t K «t 19 % 
l>><7>Mrt s 3c& $ ft* 0 5 tf> > y -b - v (Messaged) T\ ^O^tct^H 
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ti:*BSn4o |60> y-te-v (Messaged) T% ^#<7)#7C^1t#^m 
fg£*i&o & |5W^7t-y (Messaged) <!: % 6 <7) ^ y -fe - v (Messaged) 

[0 2 2 4] 

IPv6T*^^hI ^^IPsecli, * y h 9 - * *4h LT£ ») y h 

[0 2 2 5] 

[0 2 2 6] 

I P/^-y X li* y h l-WtymM t LTIEEE802.3T?&5e£ 

> Bf-SHbUMLTli, UtT^^JXACDE S^3 DE S Srfflv^*^, ft* 
ft 1 8 OH^Bf-^ftta^^fOo 
[0 2 2 7] 
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